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Presentation ang injection attagks
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1. Problem: How does the QTsp prove
the user's authorization to
the authentic for issuing
the QEAA?

Andraas Wand, LM
Ausiness Devalopment Manager
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EAA

* Daly basic ronuimmants fap Tae in
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+ Mazns.of pretecing tho egrity of the dats 3 fi ft yot boen
determined. Cur with QSes QLS

+ e validation of the atricute, anly salf deciarion by o e
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EAA issued by or on behalf of a public sector body

Stimulations from the QTSP
= Trist Framework, Trust Ancho, formets

ENISA meeting - 6th session
Christian sergebarth d trust

Qtsp are authentic sources

They deliver things to the wallets

Things are signed and sealed
Pub eaa

Eevermance wns

Requirements for a QEAA?
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What kind of databases and interfaces will be available

Eaa can be used by anyone

No validation of the attributes just seal them

Eaa jade's baseline b

RegEntry is the point to identify the issuer
For credentials there is this standard

Andreas wand
Idiot's peek.
3 open problems

How does qtsp prive user authorisation

Potential threats scenario

Integrate geaa to the authentic source

Schem stabdarisatio versus zkp



No EU regulatio requirements on zkp

Over granular geaa jeopardize functionality
Revocation problemas.of geaa

Liability of geaa when authentic source changes?
How to asses the attribute is still valid?
Automatic queries for eaa on issued attributes

Jon olnes
Identity proffing

Remote identity proffing does not exist in most countries
Update on the standards for eidas 2

Prove you id using at least one authoritative means
Supplementary evidence can be bank login
Standard brings good use case requirements
Onboarding for the wallet will use this standard
Remote need to do a video. Photos is not enough
ETSI does not standardise biometrics

A lot of changes from eidas1 to eidas2

Problem of video spoofing

Injection attack bypassing the camera

Deep fakes are a problem now

Andrea rock
Best practices for impelmentin eidas 2

Pilar's for implementing eidas2

Same ruleset for everyone, equivalent evaluation, cooperation
Wallet certification eead4+ wscd and wsca

Use tamper resistant hardware on the wallet

Panel

A lot of changes on eidas1

Remote signature are a big possibility

Eidas was successful in the cooperation between different bodies

The problem of diginitar was important for making some things happen

The best hopes tor QTSP are on QEAA

Creating new services is paramount for the future. Its is a plain field on that.
article 45 is very important for browsers

do you believe in qualified ledger?

it is possible f well certified

does it compete with time stamping?

the challenge is making qualified ledger operational

Auditing on qualified ledge and auditing for qualified archival

use of certificate transparency logs and transparency

Certificate transparency for public use require resources

ETSI and the browser are working to make CT workeablge and inclusion of the TSL on
browsers






